Hidden in Plain Sight:
The First Places to Look When
Investigating on the Internet

April 8, 2010

In the initial stages,
fraud and stupidity

bear a close resemblance.

www.ACFE.com

Not So Subtle Differences

+ Investigating by computer versus investigating
a computer

— Computer as tool of the investigation
« Internet
« Audit Forensic Software
« Data analytics

— Computer as target if the investigation.
« Digital Forensics
— Includes hardware and software forensics tools.




Why the Big Deal?

Fraud: Scenarios

+ Loss Prevention: Locate goods on Craigslist and
intellectual property on MySpace.

» Competitive Intelligence: filetype:pptx confidential
“sales plan”

+ Opposition Research: Access Form 990s on your
nonprofits.

+ Discover Assets: Getting divorced? Funding terror?
Hunting fraudsters?

+ Due Diligence: Conduct due diligence quickly and
cheaply.

+ Criminal Searches: Trace cell phones. P.O. boxes, and
elusive e-mail.

www.ACFE.com
Legal Issues?
» Get guidance from corporate counsel
— Potential privacy issues
« Federal
« State
+ Check company policy
— Employees rights
www.ACFE.com

Everyoneds Fi
Google.com

Bigger
Over 1,000,000,000,000 possible URLS

Faster
Functionality through advanced searching

Better
Popularity makes it the ‘the place’ to be seen.
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Google Alerts, Shortcuts & More

+ Google Alerts
— Google.com/alerts
» The proximity search feature “*”
— expression * expression
» Images searches
— Images.Google.com
+ Archived news
— news.google.com/archivesearch
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Google & Bing Search Results

allan bachman
- 2,090,000
“allan bachman”
- 2910
“allan bachman” * acfe
- 1950
allan bachman * acfe
- 687,000
“allan bachman” - acfe
- 335
allan bachman - acfe
- 886,000
bachman, allan
- 2,090,000
“pbachman, allan”
- 490

allan bachman
- 203,000

“allan bachman”
- 1,630,000

“allan bachman” (acfe)
- 127

allan bachman (acfe)
- 54

“allan bachman” -(acfe)
- 1,590,000

allan bachman -(acfe)
- 322,000

bachman, allan

- 317,000

“bachman, allan”

- a2




Archived

» The Wayback Machine
— Archive.org

+ Peoples profiles

— Zoominfo.com (look at the cached version of matches
against an individual name)

» google.com & bing.com
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Blog Searching

» Technorati.com
— Printed media is no longer the sole source of news; to
be comprehensive you have to
« search blogs,
« Tweets (twittorati.com) and
 social networks.

— Make use of common phrases used in language.
+ People tend to blog with informal language and use
popular expressions.
— “betterthan”
— “gotta try”
— “hate my”
— “can'twait”

Fiscanty upasted tassures
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Blog Searching: the Backdoor

* lcerocket.com
— lcerocket covers blogs well,
— can also search twitter and myspace

« Provides access when you organization blocks access
to these services.
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Social Network Searching & Tracking

* lcerocket.com

— Twitter and Myspace searches
+ Spokeo.com

— Search and Track
» Trackle.com

— Search and Track
+ Monitter.com

— Search and Track Twitter Users
+ Yoname.com

— Search (email searching notifies the email address
you searched)
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Not your grandma’s phanebook.
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What's yoName?

Peogle search across scisl netwarks, blogs and more
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Twitter.com

» Search.twitter.com

— Start with the basic search

« Try the person’s name, cell phone number or user
handle if you have it

« If not, then use the advanced search feature and try
searching Places “Near this place” option.

— Don'’t understand what they are saying? Visit
http://search.twitter.com/operators
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