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Zero Trust | zé'r0 trgst | Noun | A strategy
for preventing or containing cybersecurity
breaches by removing the trust relationships
in digital systems.

?ﬂh} The University of
%@’j Texas Systemty



l-r ::!m ll|"|."' "l-.,"'h-. B
g ...-r'" \;\'-
ST ""-.-IE s
B

r;'l. ‘h— v




Zero Trust Principles
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3. Determine

1. Focus on 2. Design 4. Inspect
Business From The anlx\y;at and Log_j All
Outcomes Inside Out Access Traffic
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Zero Trust Design Methodology
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1. Define 2. Map Your 3. Architect 4. Create 5. Monitor

Your Transaction Your Zero Trust and
Protect Flows Environment Policies Maintain
Surface
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« Contains Blast Radius

 Auto Discovery of All
Assets

« Data Classification

 Microsegmentation

1. Define Your
Protect Surface
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Zero Trust Learning Curve
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* No Unknown Traffic

- Safelisting

« Transaction Flows are
automatically mapped
and visualized

« IT Governance vets all
flows

2. Map Your
Transaction Flows
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' Membership
Inference/

Data Leakage Poisoning
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* No Reference
Architecture

- Bespoke Controls

* Align Risk with
Resources

* Red Teaming/Pre-

Mortems

Environment Specific

3. Architect Your
Environment
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Firewall
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4. Create Zero
Trust Policies
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Kipling Policies

Layer 7 Policy

Identity Integrations
(Policy Engine, SASE,
etc.)

Terminations and
Transfers
Governance, Risk, and
Compliance



Spotting The Trusts




 Security Operations
Center

- Managed Security
Solutions Providers

 Penetration Testing

- Tabletop Exercises

 Incident Response

5. Monitor and e

Maintain
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Map Measure
Context is Identified risks
recognized and risks are assessed,
related to context
are identified

analyzed, or
tracked

Manage
Risks are prioritized
and acted upon
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